
The Challenging Security Requirements document can be downloaded from: 

http://collaborate.nist.gov/twiki-cloud-

computing/pub/CloudComputing/CloudSecurity/NIST_Security_Requirements_for_US_

Government_Cloud.pdf 
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4.1 NIST SP 800-53 Security 

Controls for Cloud-based 

Information Systems 

   

4.2 Cloud Audit Assurance and 

Log Sensitivity Management 

   

4.3 Cloud Certification and 

Accreditation Guidelines 

   

4.4 Clear Electronic Discovery 

Guidelines 

   

4.5 Cloud Privacy Guidelines    

4.6 Clarity on Security Control 

Roles and Responsibilities 

   

4.7 Trustworthiness of Cloud 

Operators 

   

4.8 Business Continuity and 

Disaster Recovery 

   

4.9 Technical Continuous 

Monitoring Capabilities 

   

5.1 Visibility for Customers    

5.2 Control for Consumers    

5.3 Data Protection Concerns    

5.4 Risk of Account 

Compromise 

   

5.5 Identity and Access    
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Management (IAM) and 

Authorization 

5.6 Multi-tenancy Risks and 

Concerns 

   

5.7 Cloud Based Denial of 

Service 

   

5.8 Incident Response    
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